General Data Protection Regulation (GDPR) Policy

GENERAL DATA PROTECTION REGULATION (GDPR) POLICY

1. Introduction

Access Training is committed to a policy of protecting the rights and privacy of individuals, including
learners, staff and all others that we work with, in accordance with the General Data Protection
Regulation, which was introduced in May 2018. These rules apply regardless of whether data is stored
electronically, on paper or on other materials.

We recognise that the lawful and correct treatment of personal data is very important to successful
operations and to maintaining the confidence of our staff and the clients we work with.

Access Training needs to process certain information about the learners, staff and other individuals we
have dealings with, for administrative purposes, eg to recruit and pay staff, to administer courses and
training, to record training progress, to book external tests, and to comply with our legal obligations to
funding bodies and government. To comply with the law, information about individuals must be collected
and used fairly, stored safely and securely and not disclosed to any third party unlawfully.

The policy applies to all staff within the company, and is designed to ensure the confidentiality, integrity,
availability and resilience of processing systems and services. Any breach of the company GDPR Policy
is considered to be an offence and in that event, our disciplinary procedures will apply. As a matter of
good practice individuals working with the company who have access to personal information will be
expected to have read and comply with this policy.

2. Responsibilities under GDPR

e Access Training is the data controller under the Act.

e A Data Protection Officer has been appointed who is responsible for day-to-day data protection
matters and for providing specific guidance on data protection issues for members of the company.

e The Management Team and all those in managerial or supervisory roles are responsible for
developing and encouraging good information handling practice within their teams.

e Compliance with data protection legislation is the responsibility of all members of the company who
process personal information.

e All members of staff are responsible for ensuring that any personal data supplied to the company is
accurate and up to date.

e Learners must ensure that all personal data provided to Access Training is accurate and up to date.
They must ensure that we are informed of changes of address etc.

3. Principles of GDPR

There are 6 fundamental principles that underpin GDPR. These are that data is:
e Processed lawfully, fairly and in a transparent manner

Collected for specified, explicit and legitimate purposes

Adequate, relevant and limited to what is necessary

Accurate and, where necessary, kept up to date

Retained in an identifiable form for no longer than necessary

e Processed in an appropriate manner to maintain security

A seventh principle is that the controller is responsible for and can demonstrate compliance with each of
the other 6 principles.

4. Individual Rights

GDPR provides the following rights for individuals:

e Theright to be informed: Individuals have the right to be informed about the collection and use of
their personal data, including information about our purposes for processing their data, retention
policy and who it will be shared with.
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e Theright of access: Staff, learners and other clients have the right to access any personal data
that is being kept about them either on computer or in certain files. Any requests to access personal
information should be made in writing to a member of the Management Team. Access reserves the
right to make a charge of £10 on each occasion that access is requested in addition to the direct
costs of providing any copies of data.

e Theright to rectification: Access Training will make all reasonable efforts to ensure that all stored
data is accurate and encourage all stakeholders to inform us if they believe any data is incorrect. In
the event of being asked to rectify data we will endeavour to rectify this as soon as practically
possible.

e Theright to erasure: Due to the nature of business at Access Training, we have contractual and
business reasons to hold and use an individual’'s data when enrolled onto an apprenticeship. For
this reason information cannot be immediately deleted upon request. All requests for erasure will be
considered and logged on our Management Information Systems (Maytas 5 or Bud).

e Theright to restrict processing: Like the right to erasure, the right to restrict processing is not an
absolute right. All requests will, therefore, be considered and logged on our MIS, but may be turned
down if deemed necessary for legitimate business purposes.

e Theright to data portability: Individuals have the right to request that their data be exported; we
have the ability to do this easily with our MIS.

e Theright to object: We have legitimate grounds for processing, overriding the interest, rights and
freedoms of an individual to object to the collation and storage of their information. We will log any
requests/objections in the same way as requests to restrict access/erase information.

e Rights in relation to automated decision making and profiling: Access Training does not make
any automated decisions/profiling which would be affected by GDPR. Any individual cases where
this could arise will be recorded.

5. GDPR Procedure

To ensure that the GDPR Policy is delivered and achieved a number of strategies are maintained.

These strategies will be reviewed annually by our Management Team and we are going to employ a best
practice strategy, where we will look at adopting any good practice from other organisations that we see
in order to ensure we deal with personal data in the best way possible.

We will ensure that all personal data held is maintained securely and safely and that information is not
disclosed to any unauthorised third parties.

In order to access any of the servers at Access Training, the user has to log in to one of the devices
registered on those servers, using a secure username and password. Learners use the learner
accounts that do not have access to any of the drives that store any personal data. In order to ensure
the security of our network, all employee computers/laptops are locked after 5 minutes of inactivity.

5.1 Learner Data
Learner data is collected at a number of points during the learner journey at Access Training. The
first time we see a learner’s personal data is when an application form or CV is sent to our Business
Development Team. This is normally sent electronically, however, we do occasionally receive hard
copies in the post. Hard copies (printed if received electronically) are then stored in files in the
Business Development department. We ensure that no personal data is left out on desks or around
the office out of business hours.

When a learner comes into the training centre for a screening interview they fill out an Eligibility
Check. At this point we ask them to opt-in to be contacted about potential opportunities that we
believe would be beneficial to them, as well as asking for permission to forward their details to
prospective employers for consideration to be invited to interview with them. Any learner that starts
with us as a ‘conversion’ will also be required to fill in the Eligibility Check.

Any application forms/CVs that are forwarded to employers are sent with all personal data either
deleted or hidden. Any data that is no longer needed is to be deleted. Where it is unclear whether
or not data is required, anything that hasn’t been used in the past year is to be deleted.
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When a learner starts their qualification with us they complete documentation which includes
personal data. This information is required for the Individual Learning Record, which is inputted onto
our MIS, in order for us to draw down the funding from the ESFA. Our MIS is held on our server and
is only accessible when logged onto an Access Training device with an additional username and
password to that which is used to log onto the device.

Hard copies of this documentation are filed in the administration office, so that we keep evidence
that the learner has filled out and signed that paperwork themselves. This ensures for audit
purposes that we are attracting the correct funding, for eligible individuals. The cupboards that the
data is stored in throughout Access Training are locked securely at night.

ESF Data Match requirements mean that we have to keep learner documentation and evidence until
at least the year 2030. Learner data will be held digitally on our MIS until then and the hard copies
are kept until around one year after the end of the contract year that the learner leaves the
qualification (through achievement or otherwise), when the files are then transported to Simple
Storage, a secure external storage facility.

Personal data will also be evident on work that is uploaded onto our e-portfolio, Learning Assistant
or Bud. Our e-portfolio is accessed via a web browser and requires a user account. The system
administrator determines which users can see which learners’ accounts and this is done on a ‘need
to know’ basis.

The data that is held on our MIS is used to send an .xml file to the ESFA each month. In return we
receive reports which are used by the Finance/Administration Team for funding purposes. These
reports are held on the Office Drive on the server, which is only accessible by the Administration
Team.

Any data that is sent electronically is to be password protected in order to open, with the
corresponding password to be sent via separate email cover or via telephone. Staff will be trained
that no personal information is to be given over the phone to unauthorised personnel. We will
ensure that personal data is not disclosed to unauthorised third parties and that caution will be
exercised when including personal data within reports or listings.

Individuals will be required to opt-in in order for their personal data to be given for direct marketing
purposes or provide data to third parties without prior consent. If data is to be entered onto third
party databases for legislative or funding requirements, permission will be requested from individuals
prior to doing so.

All electronic communications will have the option to opt-out of further communications. All opt-out
requests for individuals will be updated on our MIS and they will be removed from future
communications.

Occasionally we are contacted by current or former learners regarding their qualification with us.

The majority of the time this is to ask for a copy of a certificate but it can be for other reasons. In this
situation we ask the individual to confirm three bits of personally identifiable information before we
proceed with the request.

Employee Data

Employee contracts are held in hard copies in a cupboard in the Managing Director’s office, which is
securely locked at all times. Digital copies of contracts and payroll data are held in a sub-folder on
the Human Resources’ Drive, which is only accessible by the Managing Director, Director of Training
and HR Co-ordinator.

Hard copies of salary information and payroll data are held in a cupboard next to the Finance
Director in a cupboard which is securely locked. Personal data including addresses and payroll
records are also kept on Sage HR which is installed on the Managing Director’'s computer only.
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5.3 Business/Employer Data
Like learners, employer data that is required for funding purposes is held on our MIS. Hard copies of
contracts with employers are held with the Business Development Team in a cupboard which is
securely locked.

Employer/business data that is required for sales/marketing purposes is held on Kula Hub.

Any new/potential customer will be required to opt-in in order to receive communications from us,
and the evidence of this is to be retained.

5.4 Testing and Evaluation
Testing of the GDPR procedure will be regularly tested, which will include but not be limited to spot
checks of both electronic and paper-based procedures. This will test the effectiveness of the
procedures and compliance throughout the organisation. Results will be issued to all employees
and further mandatory training will be carried out in the event of non-compliance.

6. Communication

Information about our GDPR Policy is communicated to all stakeholders (including individuals and
businesses) through our Privacy Notice, displayed on our website. Individuals and businesses will be
signposted to this Notice through Agreements and Contracts as well as upon request.

7. Breach of Personal Data

In the event of a breach of personal data, the Data Protection Officer will be informed as soon as
possible so that the Supervisory Authority can be notified no later than 72 hours after having become
aware of it. If unable to do this within the specified timescale, reasons for the delay will be provided.

The following information will be included in the naotification:

« A description of the personal data breach

e The number of personal data records concerned

« The name of the Data Protection Officer : David Armstrong

o The likely consequences of the breach

o The measures taken or proposed to address the personal data breach
« Measures taken to mitigate its possible adverse effects

The Data Protection Officer will document any breaches of personal data including the effects and any
remedial action taken.
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